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Acronyms Used in This Recommendation
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COG: Community Oversight Group

FITCOG : Focused Intervention Team Community Oversight Group
FIT: Focused Intevention Team

LEO: Law Enforcement Officer

MJC: MacArthur Justice Center

OVP: Office of Violence Prevention

PPB: Portland Police Bureau

SOP: Standard Operating Procedure

SSP:ShotSpotter

VIP: Violent Impact Player

RecommendationExecutive Summary

INTRODUCTION

Gun violence continues to be a major threat to livability and safety issue in the city of
Portland, and has reached the level of being a public health crisis. Efforts to reduce gun
violence are a matter of higgniority requiring immediate attention. This FITCOG
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recommendation is made with an acknowledgment of both the public healthaciises
this high priority.

Gun violence is a complex social issue requiring a rfadteted approach that includes

both polichg and communitypased responses. FITCOG fully supports the investment

and inclusion of communitpased interventions addressing the root causes of gun
violence; as all of these strategies are critical in bringing about an equitable and peaceful
society. The mission and focus of the FITCOG however, is specifically to review and

give input on focused deterrence policing strategies and tools of the FIT.

No recommendation brought forward by the FITCOG is intended to be aalldreall,

or mutually exclusie strategy in the struggle to end gun violence. FITCOG expects that
the work to end gun violence rests on the shoulders of many within the city, and
community. This group is but one part of the larger efforts being FABEOG

members represent varioussens of the Portland community, with a myriad of lived
experiences and formal expertise. This recommendation has been informedizyd
experiences, in addition to months of research including but not limited to: article and
report reviews, confereeattendance, panel discussions, public testimony, and Asre.
FITCOG members we bring many voices of community input but we are not unmindful
that there are other voices in other parts of the community that should be heard. We
highly encourage the Cityf ®@ortland to provide continued opportunities for community
input and discussion on this very important matter.

The FITCOG6s mission i s to -iwGhargeottheosel y wi t h
Portland Police Bureau, the leadership of PPB, and FIT memteianmand to
understand, inform and provide recommendati o
violence in Portland. This will be done by remaining informed about gun violence trends,

PPB, and FIT strategies, other City of Portland programs and psaritsupporting this

work, and best practices for prevention, intervention, and response.

FITCOGalsoprovidesrecommendations to FIT members, the Police Chief, and
Commissionein-Char ge of the PPB regarding PPBOs gul
throuch a racial and social justice lens, and prositleserecommendations a manner

seekingequitatke and racially just outcomes.

According to its bylaws, FITCOG is also empowered to make recommendations
regarding allocation of City of Portland resourdes éxample: staffing, training,
technology, funding) to support FIT in accomplishing its mission of specifically reducing
gun violence. FITCOG makes decisions using a consensus.nibédibllowing
recommendatiowasreachedhrough consensus vote after meeting the required voting
quorum

All regular FITCOG meetings designate time on the agenda to accept public testimony

from community membergd.his recommendation also includes feedback, insight, and
concerns brought forwatay members of the community who have given public
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testimony in FITCOG meetingBue to public health concerns created by the Ga®id
pandemic, FITCOG meetings are held via video conference through Zoom.

FITCOG meetings are public record and subject em&fom of Information Act requests,
with the exception of confidential briefings. All information regarding-nonfidential
portions of the meeting is available on the City of Portland website at:
https://www.portland.gov/wheeler/focusaderventionteamcommunityoversight
groupA copy of this recommendation will be posiadthe FITCOG web page per
Article 8, Section 4, Subsection 5 under the FITCOG bglaw

Limitations

This recommendation is based on information and reports made available to the general
public. FITCOG is avolunteerbased community oversight group and despite the
extensiveness of our research, it is important to recognize that membarsggobup

work full-time jobs and have and responsibilities outside that of the work of FITCOG.
Due to the nature and structure of this work, FITCOG members have natural limitations
of time and capacity. The purpose of this recommendation is to establisiorrmed

basis to further city and community dialogue on the potential use of ShotSpotter
technology in addressing the gun violence crises in Portland.

An additional limitation to this recommendation is that there are only a handful of
credible, and esly, publicly accessible reports and audits on ShotSpotter technology at
this time. The data we do have is very informative, but it may be helpful for City leaders
and community members to request data reports from individual agencies currently using
thetechnology. Additionally, one of the most critical reportsh&ShotSpotter

technology does not appear to be readily available to the public for review. FITCOG is
still awaiting a response from the MacArthur Justice Center on obtaining a copy of their
ShotSpotter Technology analysis. Without the actual report, an analysis of the
methodology or criterions used for that report are not yet possible. If we are able to
obtain a copy of the actual report, we will share it and add it to our posted documents as
part of the recommendation packet. Third party informationthedwailable

extrapolations made from that report on behalf of the MacArthur Justice Center are
included.

Another limitation we found is that discussions in the general mediattisides ofthe

topic of ShotSpotter Technology are often incomplete, biased, or selective. The most
accurate data regarding ShotSpotter Technology comes from the hard data reported out
by police departments currently using the technology, along with audit repocesssAto

this information is fairly limited to the general public, and again further exploration into
gaining access to these reports would be desirable for future research and analysis.

Exclusionary Criteria

General news articles and reports were usepli@gposts for identifying themes around
public concerns regarding ShotSpotter Technology, but were not considered peer
reviewed or scientific articles on ShotSpotter Data. Any ShotSpotter data included in this
recommendation was sourced from direct agestatistics, any available thigharty audit
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reports, and ShotSpotter Inc. We found that general news articles were very helpful in
identifying public sentiment on the use of ShotSpotter technology, but were mostly
comprised of thireparty information, ad so this recommendation focused more on the
examination direct sources.

Method

The research included in this recommendation was generated through a thematic analysis
of public concerns regarding the use of ShotSpotter technology across the nation. Topic
themes were identified via a series of FITCOG meeting discussions and quessieds r

by voting FITCOG members, public input given to FITCOG in those meetings, and

topics raised in headliner news articles spanning from-2028 until the topics/themes
reached conceptual saturation. The public concerns identified in the thematgisanaly

were then used as the primary focus of data research.

RECCOMENDATION

The FITCOG makes the overarching recommendation that:
U The City of Portland shoulsupport andnvest in the Portland Police
Bureau for the use and implementation of ShotSpotter Technology as a
focused deterrence toa$ part othe overarching gun violence response
strategy.

SUMMARY OF CONDITIONS

This overarching FITCOG recommendation suppdrsuse and implementation of
ShotSpotter technologies on the followitwnditionspertaining to concerns in the areas
of: community and justice equity, civil rights protections, data collection, data analysis,
public transparencygnd community engagement:

A. ThatPPB in collaboration with relevafiity of Portland and community
based stakeholders develop a Violent Impact Plgy8R List specific to
the needs and concerns of Portland to impena/or enhanceata driven
tactics foridentifying and apprehending serial trigger pullers for the
purposes of reducing gun violence

B. That there is ongoing implicit bias training for all PPBH officers,and
otherpatrol officers, and those who would be responding directly to
ShotSpottetechrology calls

C. That PPB conductr@oing evaluation and mitigation of any unintended
consequences resultifigm the implementation dshotSpotter
technology in light oPPB staff shortages

D. ThatCity of Portlandagencies, policy makers, and PPB create tigihden
up protections from any potential legal or civil rights violations that may
arise from the implementation 86Ptechnology, including but not
limited to, eitherthe direct, or indirect capturing and collecting of
information outside that of thegpe of gun or ammunition sounds

Pg.- 6

7



W/

. That the PPBhouldinvest in comprehensive data collection and analysis

of ShotSpottetechnologycapabilities to exceed minimum operational and
compliance needs amndll conductpublic safety research and
performance angtics, andsharesuchfindingswith thepublic in a
consistent and accessible manner.

. That City of Portland leadershipvite further community input onS&

technology as a process step in adopting this recommendation.

. That City of Portland leadershigsist PPB in obtaining full financial

commitment to implement and sustaiifF¥echnologyfor the duration of
its established contact of service, am$uring thatdnding for SP
technoloy will not be sourced from any other public service, social
service, or public health service

. That City of Portland leadership in collaboration with PPB, estahlish

reasonable pilot project timeline to test the efficacy ®P&chnology use
in the CityPortland, whereby the outcomes and data analysis will be up
for review to determine service renewal

That the City of Portland and PPB secure the contraaglaito terminate
any SSPtechnologyservice contract or agreemeamnsistent with the laws
governingcontracts.

. ThatPPB ensure th&SPtechnologysensors are placed equitably through

an evidenced based approach, reflectiveunfentgun violence shooting
statistics in the Portlaniletro area

. That PPB in collaboration with Emergency Service Respsmdtablish

stronger, and more streamlined communication and partnerships with
EMT, and other medical and crisis responders to gun violence scenes.

. That PPB maintain a high level of public transparency regarding SSP

technology sensor data and gun violetmeads in Portland.

. That City of Portland leadership in collaboration with legal partners

develop judicial and investigative guidelines and limitations on the use
and integration of SPdata in the criminal prosecution and conviction of
gun violence cases

Recommendation & Conditions Details

Recommendation:the City of Portland shoulsupport andnvest in the
Portland Police Bureau for the use and implementation of ShotSpedttarology as a
focused deterrence tool in the overarching gun violendeatonstrategy.
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FITCOG believes thavhen used in accordance with its best practisbesiSpotter
technologyhas the potentidb be a highly effective focused deterrence tool for the PPB
FIT in efforts to interrupt gun violence in Portland. Specifically, ShotSpttémology
will aid in:

Increased detection and location of gun fire incidents

Increased notification and response time to shots fired

Increased access to ballistics and crime scene evidence and data

Data driven interventions with violent and known séctaonictrigger pullers,
thereby furthereduadng the likelihood ofarbitrary stops

Assisting in slving cases faster

Reducing the impact on 911 service calls

PwNPE
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Background

Currently, PPBstrictly relieson the community to call 911 if gunshots are fired
Nationally, roughlyonly 20% ofgun fireincidents are evearalled into 911Additionally,
unless there is a shooting victim or direct witness, gun fire incidents often lack location
accuracyThis creates a large data gapking it difficult for Portland Police to

effectively preeempt, interrupt, and investigagein violence. ShotSpottes a newer
technology capable dill ing these data gapshotSpotter is a technology which relies on
a comprehensiveetwork of acoustic sensors that can detect, locate and alert police to
nearly all gunshot incidents. iBritechnology is currently being used and is in successful
operationn more than 120 citiesround the country. ShotSpotter technology allows
police to:

1) Respond to a higher percentage of gunfire incidents;
2) Improve esponse times to crime scenes to better aid victims and find witnesses;
3) Locate key evidence to identify and prosecute suspects.

How it works:

ShotSpotter

technologyuses an array of acoustic sensors that are connected wirelessly to

Shot Spott er 0 s-basedapplication io rekally, detect anduadcurately locate

gunshots using triangulation. Each acoustic sensor captures the precise time and audio
associated with impulsive sounds that may represent gunfire. This data is used to locate

the incident and is thdiitered by sophisticated machine algorithms to classify the event

as a potential gunshot. Acoustic experts, wh
24x7 Incident Review Center, ensure and confirm that the events are indeed gunfire.

They can appendhé alert with other critical intelligence such as whether a fully

automatic weapon was fired or whether there are multiple shooters. This entire process

takes less than 60 seconds from the time of the shooting to the digital alert popping onto a
screenohh computer in the 911 Calll Center or on
laptop.
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What ShotSpotter does not do:

ShotSpotter technology is not a tool that will single handedly end all gun violence.
Instead, ShotSpotter technology is a focused deterrence tool that aids police in their
investigative work and increases response time to gun fire incidents, both critical
components in interrupting serial gun crime offenders, and saving Gueshot

detection by itself is not a panacea for gun violence, but if used as part of a
comprehensive gun crime response strategy, it can contribute to a reduction. The vast
majority of cities that have adopted ShotSpotéshnologyhave done so as part of an
overall strategy and have seen great value and experienced positive outcomes such as
reduced gun violence, an increase in arr@stsimprovement in policeommunity

relations.

ShotSpotter is not a video surveillance technology. Cities can choose to combine their
own video camera surveillance technologies with ShotSpotter auditory sensors if they so
choose, but this is not a service offered by ShotSpotter.

Challenges

While ShdSpotter technology represents a new wave fhc2htury policing, such
technology often develops faster than one can assess unintended risks or outcomes.
However, in a comprehensive review of concerns and critiques over the use of this
technology, FITCOG believes Portland can begutive and respong to such concerns
and mitigate risks by:

Creating a Portland specific framework for usage
Implementing certain legal and civil rights protections
Conducting ongoing data analysis

U Provide ongoing community input

cC:-C:C:

Creating Trust

The biggest challenge tmplementing ShotSpotter technoloig that the public must

trust that usage of ShotSpotter technology will not be used to their detriment. The
majority of critiques on ShotSpotter technolagere not on efficacy, but on fears around
how the technologwightbe used. Therefore, it is imperative ttieg City of Portland
leadershipPPB, and other public safety partners work collaboratively to mitigate these
concernso that a meaningful tool may be introduced to help interruptexhdtethe gun
violence cises here in Portlagd immediately. All tools have the capability of causing
harm if misused Consequently, this why investmerstin training, data analysis, and
being preactive are integral components to policing reform and a responsive public
safetyapproach.

Understanding the Problem

FITCOG has been charged with the mission of reviewing and providing critical insight to
the PPB FIT, and the City of Portland so that gun violence response strategies take into
consideration historicahequities and implicit bias as a means of preventing excessive

use of force, or bad outcomes rooted in racism, implicitdnasps in knowledge.

FITCOG fully acknowledges the connections between social and racial inequities and the
emergence of gun viehce on the streets as a sexudtural response to oppression.

Pg. 9
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FITCOG also fully recognizes that marginalized communities remain disproportionately
impacted by BOTH over policing and iteommunity violence. These two truths create
complexity. ShotSpottdechnology can help limit unnecessary encounters between
community members and the police.

Data driven policindnelps to reducaunnecessarinterfacing between at
risk/marginalizedccommunities and the police. However, since many marginalized
communities also experience inteommunity violence, it must also be understood that
high impact areasxperiencing a lot of gun violence would be areas best served by
ShotSpottertechnologysensors. Therefore, the measuring tool used to determine
equitable placenm and usage of this technology should be in alignment with what we
know is occurring ircurrentPortland gun violence statistics. We should expect to see
placement oShotSpottertechnologysensors in all high impact areas.

Opportunities

ShotSpotter teaiology is not a substitute for addressing the root causes of violence.
Addressing the root causes of gun violeiscan imperative strategy needed for positive
long-term outcomes. Gun violence is a collective public health e¢ggisiring

community engagement on all sides of this issue. Identifying and understanding high
impact gun violence areas creates opportunfitiegreater community engagement in

those areas asell-as a more data drive approach to policing. FITCOG believes that a
public health approach is a holistic approach which requires the involvement of all public
safety and community stakeholders.

Critici sms
In our research FITCOG has identified several primary categories of concerns regarding
the use of ShotSpotter technology:

1 Privacy. A concern over what other sounds are recorded by the technology, and
how this information is stored, and by whom, as well as how this information is
potentially used.

1 ImplementationA concern over the potential for disproportionate placement or
usage bShotSpotter technology sensors in marginalized communities.

1 Data OutcomesA concern over accuracy of gun fire information and data
interpretation, particularly in a changing environment.

1 Over Policing Concerns regarding increased police presencegimrisk and
marginalized communities.

1 Best PracticesA concern over whether or not City and policing agencies can
adhere to the best practices and remain in fidelity to the recommended
ShotSpotter technology best practices guidelines.

1 Cost:A concern rgarding the cost and investment in the technologies and
whether or not the resources used for ShotSpotter technology will reduce or
prevent investment in other communiigised, gun violence prevention strategies.

1 Public TransparencyConcerns over datastilosure of ShotSpotter technology
data for public transparency.

1 Use of EvidenceConcerns over how judicial processes will incorporate
ShotSpotter data in the criminal prosecution of gun violence cases.

Pg. 1C
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1 Accuracy & EfficacyConcerns over how accurate ghosdetection technology
is in being able to identify actual shots fired, and whether or not gunshot detection
technology is an effective tool in combating the problem of gun violence in cities.

FITCOG has established some general findings on thesersjathd have used these
findings to inform the following recommendation conditions. In overview:

1 On privacy FITCOG has found no evidence to support that ShotSpotter
technology poses any great threat to privacy at this time. FITCOG supports the
recommendtions of the NYU Policing Project on this matter to shore up potential
future risks. The ACLU has also stated that privacy is not a major concern of this
technology at this time. That being said, as agmgtive strategy, FITCOG
supports any legal or goy protections required to further protect the rights of
individuals who would be impacted by this technology.

1 On implementationFITCOG believes it is imperative that ShotSpotter technology
sensors are placed equitably throughout all areas of Pordpresenting high
risk areas for gun violence. Placement should be determined by data.
Furthermore, as the danger of mass shootings are becoming an unfortunate reality
of our time, we would also expect that these sensors may also be placed in areas
where amass shooting may be likely to occur, not just in communities
experiencing intecommunity violence. Communities most at risk for gun
violence, should have a role in helping to inform the placement of these sensors.

1 On Data Outcomes;urrentlyover 120 diesaround the nation usghotSpotter
technology, and have reported successful and positive outcdhgf the
hundreds of cities to use ShotSpotter technology, only a handful have
discontinued the use of it. There are several reasons cited for @@tieatthuing
its use such as: cities having difficulty in maintaining best practices, public
distrust, police agencies who dramatically struggle with equity, and cities who
lacked legal protections for equitable policing strategies. Out of the cities that
have reported success, @Bty of Tampa Florida has directly spoken and shared
information onShotSpotter technologgnd howthis tool has been a successful
aid in developing &ocused Deterren@pproachThere are also several studies
referenced at the end of this recommendation that explain in detail the different
outcomes this technology has yielded for different cities. There is a
preponderance of scientific evidence to suggest that ShotSpotter teghdoés
increase gunfire incident notifications, increases police response time, and assists
with gun violence investigation.

1 On Public TransparencyAccording to ShotSpotter Inc, all ShotSpotter sensor
data collected is related to the detection of thesgot(s). The gunshot data does
not contain any agency notes or results of an investigation. ShotSpotter does not
provide or sell gunshot datatothe medid@a ot Spotter s intent s
gunshot data to support academic research and other researsddfon gun
violence in America.City of Portland/Portland Police can share the gunshot
related data with other LE agencies or District/Prosecuting Attorneys for purposes
such as investigating and prosecuting crimBse City of Portland can choose to
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release any data that is available within the ShotSpotter Respond and Insight
Applications that is collected from ShotSpotter related alerts/incideit€OG
encourages the sharing of ShotSpotter technology informiatioraintain public
transparency

OnUse of EvidengeAs our society becomes more reliant on technological tools,
we are seeing an increase in dependency and reliance on these tools. Technology
can bring great benefits and convenience to the realms of criminal justice. For
example, DNA techrlogies have come a long way to help data driven policing.
DNA testing can determine perpetrators and identify victims of crime within 99%
accuracy, and in many cases also exonerate the innocent. However, even DNA
technologies can be flawed, or suffer op@r&rror if mishandled. It would seem
ridiculous to suggest to eliminate the use of DNA testing technologies today.
Instead, comprehensive guidelines and laws were put into place over the
collection, testing, use, and storage of DNA evidence. In thexdasftpolicing

and investigations, technological tools like ShotSpotter can serve as a great aid in
criminal investigations and helping to reduce gun violence. However, policing
and investigations on gun violence should not strictly rely on ShotSpotter
technology, or serve as a substitute for good quality investigative work. Data
retrieved from ShotSpotter technology sensors should not serve as the single
determining factor in prosecuting or convicting in gun violence cases. For
example, Michael Williams a€hicago was in the wrong place at the wrong time.

I n this case, the District Attorneyods
deciding factor over guilt. After one year, Mr. Williams was fortunately able to
have the case thrown out due to lack of emitke. This example highlights poor
investigative and policing and judicial practice, but not necessarily an issue with
the technology itself. It will be important for the City of Portland to have strict
guidelines over how ShotSpotter data can be used@snee. Specifically, there
needs to be protections preventing such data from being the only data used to
prosecute a case or convict.

On Over PolicingCutting edge tools can move policing towards being more data
driven and can help dramatically reddke risks of racial profiling, arbitrary

stops, and unnecessary interactions with the police. It is important for City
leadership and the community to understand that communities which are
historically over policed are often the same communities most teghay inter
community violence and underserved by police when it comes to interrupting gun
violence. ShotSpotter technologyhen used in accordance with its best practice
quidelines can help to reduce these harmful and unnecessary policing encounters
within highrisk communities. For those in the community who feel more
community engagement with the police is harmful, this is one policing tool that
can help limit unnecessary community involvement. Furthermore, FITCOG
believes that the inclusion of thedlent Impact Player (VIP) List when used in
conjunction with ShotSpotter technology, can even further reduce unnecessary
policing encounters and interventions within marginalized communities.

On Best PracticesAny tool when used inappropriately can benhfal. FITCOG

has found that the majority of issues concerning Sgaiter was not in the
technology itself, but to what degree policing agencies were following

Pg. 12
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ShotSpotter best practice guidelin€bese guidelines are provided to policing
agencies alongith a comprehensive plan on how to follow them. These
guidelines include but are not limited to: allowing patrol to respond immediately
when gun fire is detected, gathering evidence, conducting community welfare
checks on the scene, including involvingdader community engagement
services, prioritizing injured victims and getting them to a trauma center
immediately.
Best Practices Continuéd Additionally, FITCOG has found that the degree of
racial and equity awareness within a particular agency usirtgcheology also
influenced outcomes for better or for worse. Agencies with greater equity and
diversity trainingin addition to, havingpolicies proteahg against racial profiling
(or other issues of inequiXysaw greater positive outcomes with the oke
ShotSpottetechnology than agencies who did not have those seafiorens
When evaluating the appropriateness of this technology for the City of Portland, it
will be important to look at Portland specific cexts, experienceand
developments
On Costaccording to researcfynding for the ShotSpotter technology services
may come from a variety of different sources, much of those sources stemming
from federal grants, and a reprioritizing of police budgetamgl public safety
funds. ShotSpotter technology assists policing agencies to identifying and locating
funds. Additionally, FITCOG supports an end to scarcity culture and does not
believe we must sacrifice communitysed interventions in the name of
respasive policing. We can and should have both.
On Accuracy & EfficacyThe greatest critique dominating the media narrative on
the efficacy of ShotSpotter technology is a single study produced by the
MacArthur Justice Center (MJC) on the review oféffecacy of SSP in the city
of Chicago. Their research was based on selective information extrapolated from
communications of the Office of Emergency management and Communications
data on the Chicago Police Department (OEMC), rather than complete data
docunentedfrom the Chicago Police Departmeit a thirdparty analysis of
ShotSpotter data and the MacArthur report, Edgeworth Analytics found that
OEMC data is not an appropriate source of information to éffisacyresearch
on because OEMC is a distiraffice separate from that of the Chicago Police
Department, and the OEMC data does not reflect the ultimate outcomes following
subsequent investigations or reppasd only contains a small parts of much
larger case files. Case fildsat are createthth e A hour s, days, weeks
after agun violence incident has occurred. Edgeworth Analytics goes on to
explain that while the OEMC data can be potentially useful in gaining information
on initial police responses to gunshot detection incidentseitaseous incident
codes initiated in the OEMC data is not sufficient to support the conclusion that a
police deployment to gun detection incidents are unfounded, or that no crime has
occurred. The MacArthur study failed to include data tracking investegat
reports or cases that go beyond the initial 12 minutes of deployment in a-gunfire
initiated deployment response.

o The MJC study also made <cl aims assert.:

deployment in Chicago is in predominantly Black and Latinix
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neighbohoods, and that the Aunfounded Sho
false 6techwashd justification for rac
patterns of policing in communities of
analytics was able to confirm that placement of Shot8psénsors in the
City of Chicago are based on hard gun violence data, and that the sensors
were indeed placed in 12 districts experiencing the highest rate of gun
violence homicides. This data leads us to the difficult reality that
communities who havestorically been overpoliced are often also the
same communities disproportionately impacted by both intercommunity
and gun violence.
0 Links to the MJC discussion on data from their research is included in the
reference section of this document. Unfortehgtit appears that the MJC
has not made their study in its entirety publicly available at this time. A
copy of the Edgeworth Independent Analysis of the MacArthur Justice
Center Study on ShotSpotter is included in the Appendices, Appendix A.
Citations tonumerous other studies on ShotSpotter efficacy from other
states are also included in the reference section.

The following conditions of the FITCOG ShotSpotter Technology Recommendation have
all of these concerns in mind. The Conditions provide a metaldd summary of these
concerns and offer solutions to mitigate these concerns.

CONDITIONS

Condition A: ThatPPB in collaboration with relevar@ity of Portland and
communitybased stakeholders develop a Violent Impact Players (\M#P¥pecific to the
needs and concerns of Portland to imprawel/or enhanceéata driventactics for
identifying and apprehending serial trigger pullers for the purposes of reducing gun
violence

Background

Implementing this recommendation will help PPB ceemtt evidenc®ased rubric for

determining stops based on crime histang scientifically known patterns of criminal

conduct involving chronic gun violence offenders. This strategy moves away from

Ahuncho or Ai ntui t i whidh arekmowretolhaye intreasedrisky st r at e
in the areas of implicit bias and racial profiling.

It is well acknowledged through both research and experience that a small number of

individuals account for a disproportionate number of gun offenses. In some regions these
individuals are known as Ai mpact playerso ac
a considerable impact upon violent crime in the local community as well as the fact that a

large impact can be made in the level of community safety if these indwidiesist

from engaging in the crimes. For the most part, the criminal justice system is not

structured or organized to respond to this situation. Typically, the majority of efforts are
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devoted to responding to cases and situations as they occur. Theetessspond to
calls for service, citizen complaints and known offenses can often be overwhelming for
many agencies.

This strategy involves the use of specific criteria (e.g., committing multiple gun offenses
over a eighteen (18) month periptb identify the most violent individuals in a

jurisdiction. While these criteria will vary across jurisdictions it is important that
consistent criteria be developed and used within each jurisdiction to identify individuals
having these characteristics. Thisategy is data drivebecause it uses and relies on data
analysis in the identification of offenders to be included on these lists€eFiagthronic
violent offender strategy emphasizes the identification of individuals who are engaged in
gun violencewithout specific reference to an individual case. The objective is more
focused on identifying those individuals who have demonstrated continued involvement
in gun crimes and thus represent a considerable danger to the community. Thus, data
analysis is uskto apply the selected criteria to criminal history data to identify

individuals who share these characteristics. Law enforcement intelligence concerning
these individuals can then be used to refine the list and determine enforcement strategies
and priorties.

Many districts have found that devoting time to analysis and intelligence in the
identification of a set of #Ai mpact playerso
enforcement and prosecution activities can produce considerable resulteessauy

gun violence Additional benefits of this strategy include:

1 Increasing awareness of the identities of kigte gun offenders throughout the
criminal justice system.

1 Coordinating information sharing and enforcement activities concerning the most
violent offenders within and across agencies.

1 Enhancing officer safety through creating notification systems enacted as these
individuals are encountered on the street.

1 Creating a more efficient system through better focusing of resources upon a
smaller mmber of offenders.

1 Enhancing deterrence through enforcement and prosecution of chronic offenders
involved in gun crime.

1 Allowing PPB to have a more paxtive, rather than a reactionary response
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Challenges

There are many important decisions that must be made regarding the design and
implementation of the components of this approach that are critical to its success. For
example, reearch indicates that success in such a strategy requires a coordinated
approach across public safety partners. The sharing of information across agencies (local,
state, and federal policing agencies, correctional institutions, district attorneys etc.)

shauld produce a greater level of awareness of the identities of these individuals and
generate a more efficient response to situations involving these persons. (US Department
of Justice, (2006).

Additionally, it is important that cities and districts formatd theirviolent gun offender
strategyon a series ofact and need based information. This process invalgesions
thatmust be made regarding the methods used to identify offenders and how this
information will be integrated into local criminal justi operations. These decisions often
have no direct answer and each jurisdiction will need to resolve these issues through their
own deliberations. What is appropriate for one jurisdiction may not be suitable in others.
A Portland VIP list would need to Ine reconciliation of Oregon law.

One of the initial decisions that needs to be made is selection of the criteria that will be
used to determine who is a chronic violent gun offender. What does it take to be included
in the group of individuals who ared er mi ned t o b Whafevemtpteriat pl aye
are selected should be applied in a standard and consistent fagt@Department of
Justice, (2006). Furthermor proad spectrum of data sources on offenders should be
examined. The exclusive uséintelligence sources may omit some individuals who are
deserving of being included with this group of offenders. In some districts concerns have
been expressed regarding the creation of a list that may be perceived asabvadield
concern. Te use obpecific standardized criteria that reflect demonstrated prior criminal
violenceis extremelyhelpful in mitigatingbias risks, and relying instead on criminal

data Once agreed upon, the criteria for inclusion on the list may be shared with a broad
range of criminal justice agencies and other stakehol¢8Department of Justice,

(2006).

Data quality

The first step in generating a successful VIP liglyisnaking sure the information used

to determine offender criteria is based on a strict cairgafety/threat risk assessments
determined by known criminal histoand documented patterns of gun violence.
Agencies involved in the establishment of this criteria need to be mindful of the ways in
which social inequities disadvantage certain indivisludisproportionally having them
interfacing with police and the justice systefmy risk/safety assessmemtgatedshould
includeidentifiable gun violence patterns specifidhe City ofPortland in addition to

broad based patterns.

Condition B: That there is ongoing implicit bias training for all PRBT officers,
and otherpatrol officerswho would be responding directly to ShotSpotter technology
calls.
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Background

Implicit bias is the unconscious, unknowing differential treatment of anothswrpe

based on a number of discriminatory factors, including but not limited to race, color, age,
sex, gender, nationality, disability, and religidmplicit bias operates as both an

automatic, intuitive thought process and as a product of reflettimier certain

conditions, those automatic associations can influence be&awviaking people respond

in biased ways even when they are not explicitly prejudiced. More than thirty years of
research in neurology and social and cognitive psychology has shovpedipd hold

implicit biases even in the absence of heartfelt bigotry, simply by paying attention to the
social world around them. Implicit racial bias has given rise to a phenomenon known as
Aracism without racists, 0dusbtoachon@@ah cause in
prejudices, even in spite of good intentions and nondiscriminatory policies or standards.

Implicit bias has been shown to have significant influence in the outcomes of interactions
between police and citizernResearch suggests thatplicit attitudes may be better at
predicting and/or influencing behavior than selportedexplicit attitudes.

Reducing the influence of implicit bias is vitally important to strengthening relationships
between police and minority communities. For example, studies suggest that implicit bias
contri but es dathe tendemcyforipaiae toshoa snarmedthklauspects

more often than white on@sas well as the frequency of police stops for members of

mi nority groups. Other expressions of 1implic
prioritization of cases involving white defendants, can have major impact on
communities.

It is possible to address and reduce implicit bias through training and policy interventions
with law enforcement agencies. Research suggests that biased associations can be
gradually unlearned and replaced with nonbiased ones. Perhaps even more
encouragingly, one can reduce the influence of implicit bias simply by changing the
context in which an interaction takes place.

Challenges

If marginalized communities are disproportionately impacted by both over policing and
inte-community gun violencehere is a natural concern that police responding to
ShotSpottetechnologycalls may have heightened implicit biases when working within
these communities. As new technologies make it possible to engagédarary

policing, it is equally vital that the social and emotional intelligences of public safety
officers are able to also evolve with the tinaesl be able to responsibly usegbnew
technologies in a manner that does not cause more harm.
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Opportunities

FITCOG believes one of the most effective ways to mitigate implicit bias concerns for
theFIT andPPBmore generallyis byintroducing implicit bias as a concept to its

officers, and integrate training strategies that help officers identify, inteemgtcounter
implicit bias in their daily interactions with the public. This training should be considered
continuing educatioand thus should be ongoing (not a-afietraining) andreceive full
investment and support from the City of Portland.

Condition C: That PPB conduatngoing evaluation and mitigation of any
unintended consequences resulting the implementatiShaiSpottetechnology irlight
of PPB staff shortages;

Background

FITCOG recognizes that many City of Portland agencies, imgutie PPB are facing

staffing shortages and funding cuts. It can be difficult to predict the myriad of ways an
intervention may impact a system until it is underway. Consequently, this why it will be
important to have a culture of open communication bethin the PPB, and

across/between other City agencies to monitor and identify how the use of ShotSpotter
technol ogy may be i mpacting theméfor better

Challenges

FITCOG surmises that the use of ShotSpotter technology could potentially increase
caseloads for the Office of Violence Prevention (OVP). Community public safety
partners such as OVP should be supported and granted the resources necessary to
continue theiwork effectively. It will be important for the City of Portland and PPB to
be in partnership and have good communication and offer support to any other City
agencies or communiyased organizations that will be directly involved in gun violence
investigaions, or cases in any way.

Another question raised among FITCOG members is whether or not PPB will have
capacity to respond to a higher level of gun fire notifications. In discussions on this
matter with members of the FIT, and in data research, theaj@omsensus is that
ShotSpotter technology would allow PPB to concentrate resources in a more data driven
way, thereby reducing waist of limited resources.

Condition D: That City ofPortland City agencies, policy makexsd PPB create,
and tighten up protections from any potenpaklacyor civil rights violations that may
arise from the implementation hotSpottetechnology, including but not limited to:
either thedirect or indirect capturing and collecting of infoation outside that of the
scope of gun or ammunition sounds;

Background
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The ACLU, has concluded thatdoes not believe ShotSpottiechnologyto pose an

active threat to privacy at this time. There are far easier ways for agencies to engage in
surveillance. Rersonal cellphones remain the easiest, reliable, and unregulated vector

for questionable surveillance. However, one concern raised by the ACLU is that the

audio recordedrom live microphones is stored for day#owever, it should be noted

thatShoSpotter received unanimous approval from the municipal privacy

commissions in San Francisco and Oakland, with Oakland holding the distinction

of having the strongest surveillance oversight law in the couneyPolicing Project at

NYU Law School conductkan independent review 8hotSpottetnc. privacy policies

and procedureshey concludethati Me r i sk of voice surveillanc
The Policing Project further concluded that sheliocaptureds only temporarily stored,

andonly retained if the computer algorithm or human reviewer detegtsmshot. All

ot her audio is routinel y.ThedwoligngBrojdcr om Shot Spo
identified several recommendations to ShotSpotter to improve privacy protections, which

the companynanimously adopted. Some of these additional steps include:

1 Reduce audio spool from 72 hours to 30 hours
1 Minimize length of audio snippets to 1 second before and after the incident itself
1 Strengthen internal access procedures

Storage of any data alwayaises the specter of security vulnerabilitiess importantfor
PortlandCity law makers to consider and implement adgitionalprotections necessary
to guard againgtrivacy concerng=ITCOG feels would be beneficial for Portland to
consider, addional safeguards as recommend by the NYU Policing Project such as:

1. Substantially reduce the duration of audio stored on ShotSpotter sensors;
Commit to denying requests and challenging subpoenas for sensor audio;
Commit to not sharing specific sensocation; and

Improve internal controls and supervision regarding audio access.

a &~ 0D

Establishing guidelines for information sharing with third parties

Challenges

The ACLU did raise concerns as to whether or not ShotSpettenologycould increase
incidenceof stop and frisk tactics by police officers in some neighborhobhlis.
concern is reflected by many in the community centered on racial and social justice
issuesThis is very valid concerriWhat is also concerning is theammunities who
areover polical alsotend be the communities most impactedtgr-community gun
violence. One way to successfully mitigate this concern, is by adopting a strict data
driven VIP list forserialchronic gun violence offender§he implementation of the

VIP List removes randomnessdarbitrarypolice stops. Furthernre, it is important

to recognize that different cities which have emplo$édtSpottetechnology also

have different laws (or lack thereof) in regards to police reform. It should be no
surprise that in districts with the least amount of police reform tla@tbast number of
trainings or engagements with topics like implicit biaditrary stop and frisk
practices, seem to have mtrea® of potential abuses with this technology. When
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assessing successes, and/or risks in the uShaiSpottetechnology it is important

to take into consideratiotme specificcity, and/orstate laws (or absentieereof) that

may be contributing to outcomes. For example, the Oregon Legislature has recently
approved Senate Bill 1510 which drastically limits the abilityas¥ enforcement to

pull someone over based solely on a minor infraction. This is an additional safeguard
protecting against random stop and frisk tact@ther Portland specific policing
safeguards may limit the risk of some of these concerns. It woulefibéhe city of
Portland and the community to identify exactly which policing practices here are
present or absent, to better assess encounter risks.

Condition E: That PPBshouldinvest in comprehensive data collection and
analysis of ShotSpottézchnologycapabilities to exceed minimum operational and
compliance needs amill conduct publicsafety research and performance analytics,
and sharesuchfindingswith the public in a consistent and accessible manner.

Background

To best gauge the effiveness of the use of ShotSpotter technology in Poritamitl be
necessary for PPB to have sufficient investment in its analytics and research functions to
review and assess ShotSpotehnologydata. Investmestmay include buarenot

limited to, purchasingelevantsoftware and also the hiring of analytic specialists.
Specifically, engaging in enhanced performance analytics with a research focus will
enable proactive identification glin firetrends and opportunities to mitigatemmunity
concers around over policing anidnprove public safety servicAdditionally, it is also
important that PPB be able to communicate its data results t{tealonical audiences,-as
well-as establisihg and shang a consistent and accessible reporting process.

Challenges

For a neutral review of the data, it will be imperativedersonneWwithin PPB, the City

of Portland, and the community to understéaidhe complexity of gun violengand(b)
the communities that are most impadbgdgun violenceFurther,it will be important for
PPB to explain in detaihe reasoning behin8hotSpottesensor placemeas it relates to
the way in which gun violence occurs in Portlasdcompared to other cities, or regions.

The three biggest challenges to useful anabyss
1. Asking the right question;
2. Understanding what data are necessary to answer the question;
3. Communicating clearly in a manner appropriate to the audience.

It will be crucial for PPB to resist the urge to focus on answering only those questions
that ae easy to answer. Gun violence is a complex issue and at times may have complex
explanations. Fortunately, the technology of ShotSpotter allows for comprehensive data
tracking,that will aide in providing these explanations. Nevertheiessll be important

for bothPPB and the community to identify what other data tracking points sheuld
identified and used. Some obvious tracking data points are:
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Response time

Response accuracy

Report accuracy

Types of information detectedndhow it is stored and used

[ eI - et e

Less obvious data tracking points might include:

Shifts in gun violence patterns

Gun violence scenario types

Arrests

Guns seized

Shifts in 911 calls on gun fire

Shifts in response time foon-gun related calls

[t et et B e et i e

Condition F: That City of Portland leadershipvite further community input on
ShotSpottetechnology as a process step in adopting this recommendation.

Background

FITCOG members represent a myriad of voices and lived experiences from the Portland
community. In a review of the research and data available to us, we feel that the
ShotSpotter technology, if used in accordance with best practice guidelines, and in
mitigation of the conditions laid forth in this document, would benefit the people of
Portland in the urgent need to respond to the gun violence crises. However, we recognize
and acknowledge that communities of Portland are highly diverse and that the views and
opinions of FITCOG members are not representative of every voice or community group
in Portland. FITCOG highly encourages the City of Portland to continue to offer
opportunities for other public and community input, specifically those who would be

most imm@acted by the use of this technology.

Opportunities

FITCOG recommends that any continuing public input on this complex issue should also
engage in a series of best practices. These best practices should seek to help protect
neutrality, balance power,eate greater accessibility, and invite more direct stakeholders
to participate. To do this, it is imperative that before members of the community are
asked to give input, that there are opportunities for information sharing about ShotSpotter
prior to feedlack sessions. Information sessions should provide neutral, and accurate
information about what ShotSpotter is, what it is not, in addition to both the pros and
cons. Members of the community should be given a wide array of options on how to
weigh in. Publt input should come in a variety of forms such as: Online surveys, written
surveys, small i#person, facilitated listening sessions, Virtual (Zoom) sessions etc. Any
session, be it informational, or listening session should also be offered on a variety of
days and times to accommodate the needs of working peoples. Furthermore, City of
Portland leadership should engage in due diligence practices, to expand community input
beyond the familiar faces who attend town hall sessions regularly, and reach in to
comnunities typically not represented at these forums such as those from immigrant
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communities, and other community members at the center ofcomemunity violence,
who may not feel safe attending meetings where police are present.

FITCOG also recommendbat if Portland were to pursue and implement ShotSpotter
technologies, that a special community based advisory group be formed to help oversee
and advise the pilot project, and to help ensure public transparency and data reporting.
This advisory group shud also be diverse and represent community members who are
living in the actual areas where ShotSpotter sensors are placed and being used.

Public input will help stakeholders learn and understand how this technology assists or
hinders communities in addressing the issue of gun violence. Public input should happen
prior to any pilot project renewal, and community members should be given advanc
notice on when, where, and how such processes will be made available to them.
Notification or announcements of theggportunitiesshould also be made on a variety of
platforms to help ensure wide natification, such as social media, City of Portland and
PPB website, neighborhood association announcements, and notifications to community
based advisory and oversight groups etc.

Condition G: That City of Portland leadershigssist PPB in obtaining full
financial commitment to implement and sustain ShotSpettbnology for the duration
of its established contact of servived that the funding for ShotSpotter technglogt
be sourced from any other public service, sociaviser or public health service;

Background

It is important for the ShotSpottpilot project to be fully funded in a manner conducive

to producing efficacy and maintaining project sustainability. Fortunately, there are a
variety of potential funding sources to help make this posdlariety of alternative
funding resources available fiend ShoSpottertechnologyfor Portland including but not
limited to: federal grants and formula funds, private sector asset forfeiture funds, business
sponsorships, community policing funds, security grants, and other funds allotted for
public safety edeavors through community safety partners. The PPB should be given
ample time, resources, and ability to implement this project with fidelity to its service
mission. Additionally, PPB should be given ample resources to monitor and conduct the
data analysisecessary for effectively measuring outcomes and impacts.

Challenges

Although it is true thaPortlandagencies everywhere are confronted with challenges to
resources, it is also true that people prioritize funding to things that matter to them. As a
sodety we are often faced with a false sense of scarcity and this generates a culture of
adversarial competition between and across agencies, and organizations. Scarcity culture
also tends to convince others that in order for something to be fendezthingelse

must go away. This is a very binary approach to handling complex social problems.
Utilizing a restorative and public health approach, the FITGO&ortsnvestment in
ShoSpotter technologiebut does not suppodivestment from other important sator

public health services order to do soAs mentioned previously in this document, gun
violence is complex social issue that requires the engagement and participation of all
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public safety, public health, and commuHitggsed partners. Therefore,striot desirable
to financially constrain those who are partners in this important \Based on the
information FITCOG has researched, we believe ShotSpotter technologies can and
should be funded independently without negatively impacting other important
communitybased organizations, or social services.

Condition H: That City of Portland leadership, in collaboration with PPB,
establish of a reasonable pilot project timeline to test the efficacy of ShotSpotter
technology use in Portland, whereby thécomes and data analysis will be up for
review to determine service renewal;

Background: The FITCOG recognizes aspects of public concern and uncertainty with
the implementation of Sh§potter technologies. Therefore, we recommend that this first
implementation be a trial (pilot project) run with an experimental tiime and expiration

date, with the opportunity for renewal. The timeline for this pilot project should be
reasonable in that the project must be given ample time to be able to measuresutcom
and gauge impact. Renewal of this project should be based on evidence based,
measurable outcomes to be determined by PPB, and the city, and public safety partners.

Condition | : That the City of Portland and PPB secure tentractualright to
terminate any ShotSpotter technology service contract, or agreement consistent with the
laws governing contracts.

Background

FITCOGsupports the right of PPB, the City of Portland, and Public Safety Partners to
not renew Sh@&@potter, or to end servia any time in accordance with contractual law
or agreements if at any time it is deemed that the harms of this project outweigh the
benefits. Harms should be defined as measurable (both qualitative, and quantitative)
impacts to the community, and agerscievolved (directly, or indirectly).

Condition J: ThatPPB ensureShotSpottetechnologysensors are placed

equitably through an evidenced based approach, reflective of accurate gun violence
shooting statistics in the Portlardetro area;

Background

ShotSpotter sensosse stationedt least 30 to 40 feet off the grouand deployed in

elevated locations such as building rooftops, street light poles, cell towers, etc. Each
sensor captures precise time, location, and audio snippets associated with boom and bang
sounds (impulsive noise) that may represent a gun&houtstic sensors are strategically
placed in an array of 180 sensors per square mile to detect and triangulate gunshot
activity.
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This data is first filtered by sophisticated machine algorithms then qualified and
confirmed by human acoustic experts fetdfin the 24x7 Incident Review Center (IRC)
located at BotSpottelheadquarters in Newark, Calif. The alerts include number of shots
fired, the precise time and location (latitude and longitude) represented on a map and
other situational intelligence suels multiple shooters etc. and are immediately sent to
the police department.

Law enforcement agencies and cities that have ad@ttetSpottesolutions and best
practices have experienced reductions in gunfire of up to 80% and reductions in related
violent crime and homicides of as much as 40%.

Challenges

Cities and police agencies can adopt a wide array of sensor placement strategies, based
on individual community needs and concerns. Places that do not have equity or implicit
bias awareness are at higher risk of utilizing such technologies in a biased and
unequitable manner. Portland has been working very hard on improving its implicit bias
awareness, and has been focused on integrating more critical perspectives when it comes
to policing here, in comparison to other regions.

It will be important to ensure that ShotSpotter sensors are placed throughout Portland
using accurate guwiolence d#a, and evidenebased reasoning. Sadtyn violence
disproportionately impacts communities of color. Accordmg¢he Centers for Disease
Control and Prevention (CDC), the number one cause of deaihg young Black men
between the ages of 48! is gun wlence, and the numbene risk to Black and Brown
communities nationwide is gun violené&overage areas will include regions of the
community experiencing gun violence. However, Portland experiences various forms of
gun violence. Therefore, it will aldme important for city officials and the PPB to be
transparent about how this technology can best serve the gun violence issue as a whole.

The PPB Focused Intervention Team is a policing response team specifically created to

address the crises of gun akte broadly defined. Therefore, this technology can, and

should be used to aid in the investigations and interruptions of the many forms of gun

violence that exist including but not limited to: intercommunity violence, domestic

violence, potential mass @bitings, and incidents of interpersonal gun violence (such as

the incidents increasing in Portlandds house
equitably distributed to reflect the variousrisk communities. Furthermore, as gun

violence patterns changewill be important for ShotSpotter sensors to be adjusted and

made responsive to the gun violence trends occurring in the community.

Concerns over officer involved shootings, specifically those involving members of
marginalized communities is a validraern and one that should be examined through

city and agency specific data. One concern regarding SSP has been whether or not the use
of the technology will increase chances of fatal outcomes for members of marginalized
communities. The answer to this gtien for Portland, will largely depend on what has

or is being done to eliminate explicit bias, excessive use of forcehdsad police

practices, and inadequate information support. The City of Portland and PPB are taking
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large steps to reduce and dliate harmful policing practices. Additionally, as Portland
further explores this subject, it is important to recognize the difference between
correlation and causation. The case of Adam Toledo of Chicago highlights this point. In
March of 2021 a SSP semstetected gunfire which sent Officer Stillman to respond to
the scene. Adam Toledo was ayi&arold boy who was initially armed with a 9mm
semtautomatic pistol. Body cam footage shows Toledo running from Stillman. Toledo
tosses the gun behind the fefedore putting his hands up. Unfortunateédyi/iman shot

at the boy less than a second after he dropped the gun, killing hére are many
factors that go into an officerés decision t
are justified, while ther factors are rooted in racism, bias, racial fear. Some factors
involve a lack of training, feanased training, incompetence, or all of the above. It is
important to note that the Civilian Office of Police Accountability did not pursue criminal
chargesagainst Officer Stillman in the Adam Toledo Case.

There is no doubt that the issue of lethal force used by police officers is a critical issue.
The question we are exploring is whether or not SSP technologies causes police to use
morelethal force. Sh@potter does increase police calls and responses to scenes where
active gunfire is occurring. Situations where police are confronting active shooters, or
openly armed individuals might increase chances of officer involved shootings. This
might be particuldy true for cities already experiencing high rates of officer involved
shootings even without the use of SSP technologies. Of particular concern would be cities
experiencing both high levels of officer involved shootings, and excessive use of force
incidents. Would the Adam Toledo shooting have occurred if the encounter had happened
without the ShotSpotter technology? There is no way to know the answer to this question,
but even a casual review of officer involved shootings and excessive use of force
comphints involving the Chicago Police Department might give us an inkling. What is
clear, is that SSP technology does not by itself cause officer involved shootings or
excessive use of force. Police culture, practice, attitudes, and types of trainingsreeetermi
encounter outcomes. The City of Portland should examine current Portland Police data
involving official complaints of officer involved shootings, and excessive use of force
cases to gauge if SSP technology would be an appropriate tool for Portlared Polic

Condition K: ThatPPB incollaboration with Emergency Service Responders

establish strongerand morestreamlined communication and partnerships with EMT,
and other medical and ciis responderso gun violence scenes.

Background

One of the best practice guidelines in using ShotSpettbnology is in prioritizing

injured victims, and getting them to trauma centers as quickly as possible. In some cities,
officers are allowed to transport victims to hospitals, decreasing wait time for rescue
services and saving lives. However, city aralestaws can dictate to what degree police
officers are allowed to engage in such practices. Based on a casual overview of PPB
protocols involving injured victims there may not be a process or protocol structure
allowing this best practice guideline to acin the exact manneutlined by ShotSpotter

Inc. Therefore, FITCOG recommends that PPB, and specifically the FIT build a stronger
partnership and emergency response plan with EMT and crises responders in order to
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increase response time for the arrivialnedical and trauma services that might be
needed when responding to ShotSpotter alerts.

That being stated neweEMS delivery model that is slowly becoming more popular is
that of police paramedics, police officers who are trained paramedics anddesp

medical and trauma emergency callkis model may be a useful consideration in gun
violence response calls, where life and death may hinder on a matter of mihetes.

duality of the role can be challenging because sometimes a situation requfsean

and a paramedic on the same sc@imiously makingsureascene is safe is always the

top priority. There may be a benefit in having certain officers within the PPB, such as FIT
officers, be trained as medical responders who can jointly resp@ttbiSpotter alerts.

On average, police and injured peoples experience wait times averaging betvd®en 15
minutes before paramedics arrive on the scene. A police paramedic program could be an
innovative way to increase crises response and save lives.

Condition L: That PPB maintain a high level of public transparency regarding
ShotSpotter Data and gun violence trends in Portland

Background

FITCOG supports and recommends that BR&e ShotSpotter technologyformation

in order to maintain and preserve public transparency. Reports on ShotSpotter technology
data should be reported on a regular basis and can be presented to the community in the
form of links to documents on the PPB websttedia releases, community
presetations,through a ShotSpotter community advisory boaatjal mediatownhalls,

and PSAs/videostc.

ShotSpotter states that the company will provide Por&dind, 365day support from

their Incident Review CentegndPortland will be assigned anrperienced Customer

Success Director (CSD) to help manage the relationship with ShotSpbierCSDs

are former Deputy Police Chiefs, ATF Members and Command Staff from agencies who
have used ShotSpotter at their previous agencies. They will sharegaogedural

directives and best practices, tips for transparency and coordinate annual account reviews
to make sure theAB, Stakeholders and Command Staff is aware of their results,

statistics, trends, and other useful information.

Through theShotSpotter Respond and Insight applications, the City of PorlachéPB
will also have theability to query, export, download, share, and analyze the daia.
ability is included as part of the annual subscription.

Customer agencies often publistides on ShotSpotter alerts that have led to arrests;
reduced response times, comparing ShotSpotter notifications to correlating 911 calls, if
any; making arrests, or sharing stories about finding victims and saving lives resulting
from a faster respond$em police and precise location of where the gunfire occurred.

Challenges

Pg. 26

7



W/

It will be important for City of Portland leadership and PPB to examine closely
contractual agreements with ShotSpotter Inc regarding information collected from
technology sensofdaced on commercial and private property. Although ShotSpotter in
a formal statement has stated that there are no access limits to data from sensors placed
on private or commercial property, in a presentation given to FITCOG, there was
mention from ShotSotter Inc presenters that there may be some limits to accessing
information from sensors on commercial or private property. There is a need for clarity
here. Furthermore, any potential limitations to data access from any ShotSpotter
technology sensor (ragdless of placement) should be made publicly transparent as part
of the public review/advisory process.

Condition M: That City of Patland leadership in collaboration with legal
partnersdevelop judicial and investigative guidelireasd limitationson the use and
integration of ShotSpotter data the criminal prosecution and conviction of gun
violence cases

Background

ShotSpotter states that district attorneys and federal proserzl{joosn ShotSpotter

evidence to assist them in prosecuting gun crimes. ShotSgoésprovidedetailed
forensicreports as evidentiary documents which include precision positioning
calculations of each gunshot, exact timing of shots, and map placerhénitg o

locations for every shot fired. This evidence has received favorable rulings in Daubert
and Frye challenges, and as a result has been used in trials at both the local and federal
level. ShotSpotter Inctates it alsprovides expert witnessespicesent the data at trial;

to date they have testified in 17 states and the District of Columbia.

Challenges

More information is needed to understand how Portland specifically would integrate the
use of ShotSpotter data as forensic evidence. While tegias can help greatly

advance the field of forensic science, relying solely on technology and algorithms can
create harmful and costly mistakes, as made evident by the case of Michael Williams in
Chicago. FITCOG recommends that ShotSpotter data beuseldition to, not in lieu of
other criminal forensiand investigative evidence in the prosecution of gun violence
cases. Specifically, a series of legal rules and guidelines should be created to protect
against ShotSpotter data being considered theauiissible evidence needed to
prosecute such cases.
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FITCOG Discussion on Peer Review Commentary

The FITCOG official recommendation on the implementation of ShotSpotter Technology
has undergone peer review by Reygan Cunningkath the California Partnership for

Safe Communities aridavid M. Kennedy, professor, author and criminologist at the

John Jay College of Criminal Justi€zopies of their original commentary are attached in
Appendix E of this documenthis recommendatn is currentlyalsoundergoing review

by Walter Katz, Vice President of Criminal Justice at Arnold Ventd8COG will

update this document and our website when the additional peer @newentary is
submitted

In response to the received peer revemmmentary of this recommendation, FITCOG
finds itself to be in general alignment and agreement with the observations and insights
provided with a few additions. It is not the intention of this recommendation to suggest
that ShotSpotter technology williglinate gun violence, or should be the only tool in the
tool box of focused deterrencks we know, the root causes of gun violence are complex,
anddeeply seated in sociological, economic, and political factors including but not
limited to: racial inequies, economic inequities, soednilltural pressures of young boys
and men to resolve conflicts through violence, easy access to guns, lack of access to
comprehensive and affordable mental health care, and many noosendie intervention

or toolshouldbea the burden of eliminating all gun violence everywhd@itee question

we are exploring in this recommendation is whether or not ShotSpotter technology is a
meaningful tool in helping to deter, interrupt, and investigate gun violence incidents.
Based on thdata FITCOG has reviewed, we believe ShotSpotter Technologies (when
used under best practices and with the conditions listed in this recommendation) to be a
beneficial and useful tool for PPB and the City of Portland.

FITCOG would like to respond andghlight several points that were made in the peer
review that we believe City of Portland leaders, the PPB, and members of the community
should take into serious consideration as discussions on the potential use of ShotSpotter
technology in Portland comues:

As FITCOG has stated previously, the issue of gun violence is a complex social and
public health issue requiring a mdiéiceted approach. We fully support the development
and investment of commun#yased interventions that seek to address iames of

harm doing. We also believe the work of the FIT shauttldedata stemming from

those on the ground working to address these root causes. We also agree that the long
term of goals of criminal justice reforms should ultimately seek to reduced&pey on
deterrence and enforcement systems of policing. We also recognize the gravity of the gun
violence crises in Portland requiring an immediate neeesjoond t@ublic safety

concernf shots fired, injuries, and murders on the street. In the words of David M
Kennedy,
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A- nearly all focused deterrence interventions go as far as possible to avoid
enforcement and to do as much violence prevention as possible through the
engagement of key mwnunity figures with the highisk population, and by
constructing a highly focused and granular structure of support and outreach
designed to keep those at high risk fAsafe
larger strategic and operational approach tbigy and the FIT pursues, the work
of the FIT should be closely linked to remforcement resources and
interventions. Information about gun violence gathered and analyzed by law
enforcement through frontline reviews, criminal history analysis, FIT
openations, ShotSpotter, or any other mearshould be shared with ndaw
enforcement actors in legal, structured, and accountable ways to enhance the
safety and welbeing of those at high risk and to minimize the need for either
deterrence or enforcemensa much as possible. o

FITCOG agrees that City of Portland leaders and PPB should encourage and help
cultivate greater communication and positive working relationships betwedawon
enforcement justice workers and law enforcement representatives. SHgcRIGaCOG

would like to see this happen between the PPB FIT and the existidgwma&mforcement
agencies and groups working on the issue of gun violence. FITCOG also supports the
need for agencies and organizations working together to identify andtrespain
professional boundaries regarding information sharing, but also identify what information
can and should be shared in an effort to generate a more holistic response while
prioritizing community public health and safety needs.

Although a good aount of the data suggests that ShotSpotter technology when used in
accordance with best practices, can and does deter gun violence incidents over time, the
main purpose of this technology is to aid in improving policing response time and
investigative infomation regarding gun violence incidents. It is also important to note

that the role and purpose of the FIT is to serve as an immediate policing response to shots
fired. The strategies and tools assessed by the FITCOG potentially used by the FIT, are
specfically related to the role of the FIT as defined by the City of Portland and A$°B.

David Kennedy also state3,Thi nki ng of t h-eandfediumermr e as a st
investigative body, with a focus on the most violent groups and individuals, would be

more in line with focused deterrence practice, would be more effective, and would go

even further to address the equity, legitimacy, and use of force concerns the FITCOG
properly highlights. o

Gun violence occurs in a myriad of ways, from interpersonal dispiatenter

community violence, domestic violence and mass shootings. Equitable usage and

placement of ShotSpotter technology should take into consideration place specific

concerns and data regarding gun violence risks. However, it is important to recthgiiz

how risks are determined should also consider the unique nature each form of gun

violence may present in a community. For example, in response to Reygan
Cunninghamdéds comments on ShotSpotter sensor s
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know (there are some great ideas and even some small pilot projects, but no real

evidence, yet) what will prevent school shootings. So, there's no real answer there
(unfortunately) BUT if a shabting were to occur at a school and if there were

ShotSpotter sensors within in range it would pick it up and alert PPB pretty quickly. The
challenge is knowing which schools are at higher risk of being victimized by school
shootings compared to others. o

ShotSpotter technology is not going to prevent school shootings, just as it will not

prevent the myriad of other forms of gun violence that exist. This is not a claim FITCOG
makes, nor is it the basis for our recommendation on the potential use of thiddggh

It is true that the nature of mass school shootings can be difficult to predict. This
unpredictability at first glance, throws a wrench in data driven ShotSpotter sensor

pl acement . | f we dondét know when,howcanwher e t h
we know where to place sensors, or if we should even invest in having those sensors? All
of these are good questions. The fact remains that several cities across the country such as
the City of Newark California have installed ShotSpotter sensaddress actual and

potential school mass shootings. If ShotSpotter sensors are only placed in areas
experiencing intecommunity violence, and other areas experiencing other forms of gun
violence are ignored, we can make an assertion that the techiwlogf being used in

an equitable manner. At the same time, governments have limited resources and will have
to prioritize which areas may be in most need. This is where accurate gun violence data

will be very critical in helping to make these difficdikterminations. That being said,

FITCOG also believes parents, guardians, and students who are most likely to be

impacted by the increasing rates of school mass shootings should have a weighted say in
whether or not this technology is right for them initltemmunities.

On the heels of the Uvalde mass shooting where it took officers almost 45 minutes to
respond to the scene, there has been increasing concerns over how law enforcement can
be better alerted when an active shooter event is taking placé Ww&'lol know is that
according tadata from Gun Violence Archive, compiled the Ceasefire Oregon

Education Foundatigrsince 20140regon has suffered from 21 mass shootings. Thirteen
of those mass shootings occurred between December 31, 2020 and2R2®2 Almost

half of all mass shooting deaths in the State of Oregon were a result of the Umpqua
Community College Mass Shooting event. Furthermore, in a recent federalaeport
Indicators of School Crime and Safety: 2021produced by the US Department of
Education and the US Department of Justice, mass school shootings are on an
unprecedented rise in the United Stafexcording to the reporhere were 93 incidents
with casualties at public and private schools in 2020compared to 23 in the 260Q

schwl year.

While we may not be able to predict exactly where and when a mass shooting might
occur, there are certainly clear and identifiable frigh targets such as city college
campuses, large public gathering spaces, and schools that may benesirisom

placement in the terrible event an active shooting incident were to occur. Mass shootings
are on the rise and are becoming an unfortunate part of American reality. No city or town
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thinks it will happen to them, until it does. Until root causes adstshootings are
meaningfully addressed in our society, city leaders, law enforcement agencies and
community members should become responsive to the changing risks and realities of our
time. The point being, that when it comes to mass/school shootinggyraarunity

might require a different rubric to engage in risk assessment and ShotSpotter sensor
placement to address this specific form of gun violence.

One the conditions listed in the FITCOG recommendation of ShotSpotter is that PPB
continue to invest and implement in implicit bias training for its officers, specifically the
FIT as a means to help raise more awareness on the different forms of ractsmwand
these different forms of racism can impact policing decisions. Mr. Kennedy argues that
ilt s not clear at present that implicit
behavior that leads to biased and inequitable outcamBsere is much research and data
out there on this topic. Some of the greatest challenges to creathngasttipolice
departments is that ofdf trainings, inconsistencies between training and cultural
practices/norms are never going to be able tmaltle generations of cultural and

systemic racism. Additionally, the personal values, attitudes and mindsets of individuals
within police departments plays a significant role in determining where people align in
their developmental learning processese@ig a training without participant by to

that training is one of the main reasons such training may not yield successful outcomes.
Additionally, when transformational learning is successful, automatic, subconscious
behaviors (even under stress) chgrngecause underlying meaning schemes have shifted
from unconscious incompetence to unconscious competence. This is where the field of
educational psychology, rather than criminology has much to teach in the way of
cultivating transformative learning anconal development. From a transformative

learning perspective, capability and capacity building are integral components to
developing organizational and cultural change.

Challenges to implementing diversity, equity, inclusion, andraetst training irpolice
departments is not any indication that we should divest from such endeavors. On the
contrary, it simply indicates that the City of Portland, PPB, and the community hold
higher standards regarding what type of-aatist training is occurring, anctv it is
implemented. Additionally, such trainings should accompany policy and structural
changes within police departments, otherwise all such trainings are merely performative.
FITCOG fully supports holistic policing reforms that include both trainirdystructural
changes. For more information on this topic please see citations in the resources section
of this document on the subject of transformational learning and implicit bias training.
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Independent Analysis of the MacArthur Justice Center Study on ShotSpotter in Chicago - Edgeworth Analytic:

edgeworth|analytice

independent Analysis of the MacArthur Justice Center
Study on ShotSpotter in Chicago

Executive Summary

ShotSpotter commissioned Edgeworth Analytics (“Edgeworth”) to review a study by the MacArthur
Justice Center ("MJC”) published May 2021 and provide an independent evaluation of the claims
contained in it. Based on our analysis, Edgeworth concludes that the MJC study fails to provide a
rigorous, balanced, and objective assessment of the use of ShotSpotter in Chicago and is, at best,
misleading because of the inappropriate data source used for the study, the selective choice of data and
a fundamental lack of understanding as to where ShotSpotter was deployed relative to the highest
homicide rate areas of Chicago.

Specifically, we conclude the following:

1. The OEMC data that was the primary data source used to support the MJC study’s
conclusions regarding “unfounded” CPD deployments is an inappropriate source on its own
to determine the ultimate outcome of an individual incident and, therefore, is not a reliable
measure of ShotSpotter’s efficacy. The MJC study’s interpretation is misleading because the
data obtained from the OEMC is not designed to capture and account for any subsequent
police action resulting from an initial ShotSpotter alert. The conclusion that the lack of a
police report is a measure of ShotSpotter’s accuracy is b I and misleading.

2. The MJC study mischaracterizes the placement of ShotSpotter technology as unduly
burdening Black and Latinx communities. Specifically, it omits important context — that the
placement is based upon areas of need across Chicago as ed by incidents of homicid
and gun crime.

In addition to this analysis, Edgeworth has conducted an independent review of ShotSpotter’s claims
regarding accuracy in gunshot reporting and false positives—sending an alert of gunfire when none
occurred. Specifically, Edgeworth examined ShotSpotter's representation that its system has an
aggregated 97 percent accuracy rate that includes a 0.5 percent false positive rate across all customers
over the last two years. Our review confirmed that (1) these claims are valid and based on actual
customer feedback from a broad range of ShotSpotter customers and (2) despite substantial variation in
the intensity of reporting potential errors across clients, ShotSpotter's accuracy rate does not appear to
be sensitive to differences in clients’ propensity to report potential errors. The details of this analysis are

provided in a separate report.

MacArthur Justice Center Report

The MacArthur Justice Center (“MJC”) obtained Office of Emergency Management and Communications
(*OEMC") data on Chicago Police Department (“CPD") deployments between July 1, 2019 and April 14,
2021 and prepared a study of calls for service (“CFS”) initiated by ShotSpotter alerts and 9-1-1 calls
based on these data.[1] The study’s findings were posted on an MJC-created website and included in an
amicus brief filed on May 3, 2021 in Cook County Circuit Court (the “Amicus Brief’). The study's primary
conclusions were that: (1) ShotSpotter-initiated alerts resulted in CPD finding no evidence of a gun-
related crime or any crime the majority of the time during the period of study; (2) there were more than
40.000 “unfounded” deployments of CPD; and (3) these “unfounded” deployments were
disproportionately in Black and Latinx neighborhoods where ShotSpotter is deployed.

Edgeworth Analytics Review

ShotSpotter commissioned Edgeworth Analytics to review the MJC study and provide an independent
evaluation of the analysis contained in it.[2] For our analysis, we reviewed: (1) the MJC study and an
Amicus Brief that describes it in detail; (2) the same publicly-available OEMC data MJC used to draw its
conclusions. which was provided to ShotSpotter by the CPD, (3) the academic literature; (4) publicly
availahla CPN Aata: and (5) analveas randirtad hy ShatSnatter
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According to a report from the Brookings Institution, 88 percent of gunshot incidents go unreported to
police.[3] ShotSpotter intends to help solve that issue. According to ShotSpotter, the company offers law
enforcement agencies an acoustic gunshot detection service that detects, locates, and alerts police to
gunfire enabling a precise and rapid response to incidents that likely would have gone unreported to
police. The system uses wireless sensors throughout a coverage area to capture loud, impulsive sounds
that may be gunfire. The data are transmitted to a central cloud service that classifies each incident with
a gunfire probability percentage along with a location determined by triangulation enabled by multiple
sensors. Then, specially-trained ShotSpotter employees called “reviewers” located across two
ShotSpotter Incident Review Centers listen to the recorded pulses from the sensors that detected the
incident audio with playback tools, visually analyze the audio waveforms to see if they match the typical
pattern of gunfire, assess the grouping of sensors that participated, and either publish the incident as
gunfire or dismiss it as non-gunfire. ShotSpotter said the entire process typically occurs in less than 60
seconds from the time of the gunfire to the time law enforcement is alerted to allow for a timely law
enforcement response. The gunfire alerts that are sent to ShotSpotter customers, including the CPD,
have three recorded audio snippets that patrol officers can listen to before they arrive on the scene.

Below are examples of gunshot and non-gunshot audio provided by ShotSpotter that were captured by
ShotSpotter sensors from various locations nationwide. Each example of gunshots includes the date of
the event, the rounds fired, the audio that was shared with the local police department, and a redacted
Investigative Lead Summary (ILS) report for the event. For non-gunshot events, each example includes
the date of the event, the type of event, and the audio that was shared with the local police department
(ILS reports are not generated for non-gunshot events).

Example Audio of Gunshots Captured by ShotSpotter Sensors

Date: July 13, 2021
Rounds fired: 13

Investigative Lead Summary

Date: July 20, 2021
Rounds fired: 15

Investigative Lead Summary

Date: July 14, 2021
Rounds fired: 10

Investigative Lead Summary

Example Audio of Non-Gunshots Captured by ShotSpotter Sensors
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